IMpunoxenue Nel. ITamsaTka st o0yyaromuxcs 00 nHGOpMAUOHHO

0€30MACHOCTH JeTel

HEJIb351

1.

Bcem moapsm cooOmarhk CBOIO YacTHYIO WHOOpMAIUio (HACTOSAIINAE HWMS,
dbamunuto, TenedoH, aapec, HoMep IIKOJII, a Takke Gororpadun cBou, CBOCH
CEMBbU U ApYy3ei);

2. OTKpbIBaTh BJIOXKEHHbIC (DAaWabl 3JEKTPOHHOM MOYTHI, KOIJa HE 3HAelllb
OTIIPABUTEIIS;

3. I'pyOuth, mpuauparbces, OKa3blBaTh JABJIECHHE — BECTH CEOsl HEBEXKIIUBO U
arpecCcuBHO;

4. He pacnopspkaiics Je€HbraMH TBOEH CEMbU 0O€3 pa3pelleHMs] CTapIIUX —
BCErJla CIpalInBal poauTeIIeH;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMY B PEAIbHOM KU3HH - TOCOBETYMHCSA
CO B3pPOCJBIM, KOTOPOMY JOBEPSECIIb.

OCTOPOXHO

1. He Bce numryt npasay. Yuraems o cedbe Henpasay B MIHTepHETE — cOO00LIM
00 3TOM CBOMM POJUTEISIM UJIU ONIEKYHAaM,

2. IlpurnamaroT mepenuchBaThCs, UTPaTh, OOMEHUBATHCS — MPOBEPH, HET JIH
II0JIBOXA,;

3. Hesakonnoe xonupoBanue (aiinos B IHTepHETE — BOPOBCTBO;

4. Bcerga pacckasbiBail B3pOCIIbIM O po0JIeMax B CETH — OHHM BCET/A IOMOTYT;

5. Ucnonw3yit HacTpoku 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSTH
CBOM aKKAayHTHI B COLICETAX U IPYTHUX MTOPTAJIAX.

MOXHO

1. VBaxail Apyrux noyib30BaTeNeH;

2. Tlonwsyenibess UTHTEPHET-UCTOYHUKOM — JIeIail CCBIIKY Ha HETO;

3. OTKpBIBaif TOJIBKO TE CCHUIKH, B KOTOPHIX YBEPEH;

4. OO1aThcs 3a MOMOIIBIO B3POCIBIM — POJUTENH, ONEKYHbI U aIMUHUCTPALIUS

CalTOB BCETIa IOMOT'YT;



Ipunoxenue Ne2. UndopmanuoHHasi NaMATKA JJI5 00y4AIOIIMXCS IS

pa3menieHus Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxaplM TOJAOM MOJOACKH B HHTEPHETE CTAHOBUTHCS OOJblIEe, a
IIKOJIbHUKM OJIHM W3 CaMbIX AaKTUBHBIX MoJib3oBaTenerd Pynera. Mexny tew,
MMOMHMO OTPOMHOTO KOJIMYE€CTBA BO3MOKHOCTEU, MHTEPHET HECET U TPOOJIEMBI. JTa
rmaMsaTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOdUThCS B CETH.

Komnviomepnuie supycol

KoMmbroTepHslii BUPYC — 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTIIMYUTEIBHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEAUTH WIH IOJTHOCTHIO YHHUUTOXHUTH
BCE (pailsibl M JaHHBIE, OJKOHTPOJBHBIE TI0JIb30BATEIN0, OT UMEHH KOTOPOro ObLia
3amynieHa 3apak€HHas IporpaMma, a TakKKe MOBPEAUTh WIH JaXe YHHUYTOXHTh
ONEpPallMOHHYI0 CHUCTEMY CO BCEMHU (paillaMu B 1eJOM. B OONBIIMHCTBE ClIy4yaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1.

2.

o o

Hcnonbs3yil  COBpEMEHHbBIE  ONEpPAlMOHHBIE  CHUCTEMBI, HMEIOLIUE
CEPBE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IIPOrpamMM;

[TocTostHHO ycTaHaBnuBail mnaTyu (IUGPOBBIC 3aIUIATKH, KOTOPbHIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LEJIbI JOPAOOTKU MPOTPAMMBbl) U
Jpyrye OOHOBJICHUSI CBOSH OIepallMOHHOM cucTeMbl. CKaunBail UX TOJBKO
¢ odummanbHOro caita paszpaborunka OC. Ecnu cyiiecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

PaboTaii Ha cBoeM KOMMbBIOTEpE MOJ MpaBamMu IOJIb30BATENsl, a He
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX
MporpamMM MHCTAJTMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMITBIOTEPE;
Hcnonb3yil aHTUBUPYCHbIE NPOrPAMMHBIE MPOAYKTHI  U3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

Orpannub (pU3NYECKU JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;
Hcnonb3yil BHENTHUE HOCUTENU MH(OPMAIIMK, TAKUE KaK (uiellika, TUCK
win (aiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

He otkpspiBaii kKoMmbrOTEpHBIC (HalIbl, TOJYYCHHBIC U3 HEHAIEKHBIX
MCTOYHHUKOB. J{axke Te paityibl, KOTOpBIEC TPUCITAT TBOUM 3HAKOMBIH. JIydire
YTOYHH Y HETO0, OTHPABIISI JIU OH TeOE UX.

Cemu WI-FI

Wi-Fi — 370 He Bu niepe1aun JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIUIIIb OPEHI,
Mapka. Eme B 1991 rogy HuuepiaHjckas KOMIIAHHMS 3aperucTpupoBajia OpeH[
«WECA», uto o6o3nauano cinoBocoueranue «Wireless Fidelity», koTopsiii
NEPEeBOUTCS KaK «OecpoBOAHAS TOUHOCTD.



Jlo Ha1iero BpeMeHHU JoluIa Apyras abopeBuaTypa, KOTopas sSBISETCS TaKOU
xKe TexHosorued. Jto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue OBLJIO JaHO C
HaMEKOM Ha CTaHJIapT BhICIINK 3ByKOBO# TexHuku Hi-Fi, yTo B mepeBosie o3Hauaer
«BBICOKAsI TOYHOCTH.

Jla, GecriaTHBIM UHTEPHET-AOCTYN B Kade, OTeNSIX U adpoIopTax sSBISETCS
OTIIMYHOU BO3MOKHOCTBIO BBIX0/1a B UHTEPHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€301acHOCTH paboTe B 00IIEAOCTYIMHBIX ceTssx Wi-fi:

1. He nepenaBaii CBOIO JIMUHYIO HH(POpMaIHIO Yepe3 oo1ienocTynHbie Wi-Fi
cetu. PaboTas B HUX, KeNaTebHO HE BBOAUTH MAPOJIM JOCTYMA, JIOTUHBI
U KaKHe-TO HOMEpa;

2. Wcnonw3yit 1 OOHOBISIH aHTUBUPYCHBIE POTpaMMBbl B Opanamaysp. Tem
caMbIM Thl 00€30macuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpn wucnonp3oBanmu Wi-Fi otkmoun ¢yHkiuio «OOmuil A0CTyn K
daiinam u npuHTtepam». JlaHHas QyHKUMS 3aKpbiTa MO YMOJIYAHMUIO,
OJIHAKO HEKOTOPhIC TMOJh30BaTEIM AaKTUBUPYIOT €€ i yao0cTBa
HCIIOJB30BaHuUs B paboTe UiM yueoe;

4. He wucnons3yil nyomumuneii WI-FI nng mepenauum JUYHBIX JAHHBIX,
HAIPUMED VISl BBIXOJA B COLIUANIBHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

5. Hcnonw3y#t Tonbko 3amuiieHHoe coenureHue yepe3 HTTPS, a e HTTP,
T.€. pu Habope BeO-aapeca BBOM UMEHHO «https://»;

6. B moOunbHoM TenedoHe oTkiroun ¢yHkiuio «Ilogkmroduenune k' Wi-Fi
aBpToMaTuuecku». He gomyckail aBTOMAaTHYECKOTO  MOAKIFOYCHUSA
ycTpoiicTBa k ceTssMm Wi-Fi 6e3 TBoero cormacusi.

COL(MaJleble cemu

CoumasibHbI€ CETH aKTUBHO BXOJIAT B HAIIly U3Hb, MHOTHE JIIOJIU paOOTalOT
U JKMBYT TaM IMOCTOSIHHO, a B Facebook y»xe 3apeructpupoBad MUIMapa 4ejiOBeK,
YTO SBISIETCS OJHOM CeObMOM BCEX JKMTEJIEH IIaHEThl. MHOIMe moJb30BaTEeIIM HE
MOHMMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMH B COIMAJIBHBIX CETAX, MOXKET
OBITh HalJiIcHA W HCIIOJb30BaHA KEM YyTOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpanuub ciucoK Apy3ei. Y Te0s B ApYy3bsiX HE JOJKHO ObITh CITy4aiHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amMinail CBOIO 4YacTHYIO >ku3Hb. He ykaspiBail maposu, TenedoHsl,
azpeca, AaTy TBOEro POXKICHUS U JAPYTyI0 JUYHYIO HH(POPMALHUIO.
37I0yMBIIUIEHHUKHA MOTYT MCIOJIb30BaTh Jlaxke MH(OPMAIIMIO O TOM, KaK
Thl U TBOU POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIbI;



3. 3amuuiail CBOI pemyTalulo - J1EPKU €€ B YUCTOTE U 3a]1aBail cede BONpoc:
X0Teq OBl Thl, UTOOBI APYTHE MOJIB30BATEIMN BUIEIH, UTO ThI 3arpyKacllb?
[Togymaii, mpex/ie 4eM 4TO-TO OIyOJIMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Tbl TOBOPHILB C JKOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJB3YHl CBOE
peaibHOE UMSI U APYTYIO JIMYHYIO HHPOPMAITUH: UM, MECTO KHUTEIbCTBA,
MECTO y4eObl U IPOYEE;

5. M3b6eraii pazmemenus dotorpaduii B UaTEpHETE, T/Ie THI M300paXKEH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOIOKEHHE;

6. IIpu perucrpanuu B COLMAJIBHOW CETH HEOOXOJUMO HCIIOJIB30BATh
CJIO’KHBIE MapOJIU, COCTOSIINE U3 OYKB U U U C KOJINYECTBOM 3HAKOB
HE MeHee §;

/. Jlnsg couuambHOW CETH, NOYThl W JPYTrUX CalTOB HE0OXOJUMO
UCIOJb30BaTh paszHble Mapoiu. Torga eciau TeOsS B3JIOMAaKT, TO
3JI0YMBIIUIEHHUKH MOJIyYaT JOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
InexkmponHbvle 0eHb2U

DNEeKTpOHHBIE JEHbIM — 3TO OYEHb yNOOHBIA CIOCOO IIaTeXei, 0JJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh I3TH JCHBTH.

SHeKTPOHHBIC ACHBI'M IIOABHJINCH COBCCM HCIAaBHO 1 MMCHHO HM3-3a 3TOI'O BO
MHOT'HX T'OCYyAapCTBax A0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX.

B Poccuu sxe oHU QYHKITMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, T
UX Pa3JIeIIAioT Ha HECKOJIBKO BU/IOB — aHOHUMHbBIE M HE aHOHUMHBIE. Pa3HuIIa B TOM,
YTO QHOHUMHBIE — ATO T€, B KOTOPBIX pa3peliaercs MpOBOJUTH OINepaiuu 0e3
UJeHTU(PUKAIIMY TI0JIb30BATENIs, a B HE aHOHUMHBIX UACHTU(DUKAIINY MOJIb30BATES
ABJIIETCS 00S3aTENBLHOM.

Taxxke crnenyer pasnuyaTh SJEKTPOHHbIE (DUATHBIE JIEHbIUM (PaBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHBIE HE(pUATHBIE [I€HBIM (HE pPaBHBI
roCyJAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI TIO 0€30TaCHOM padOTe C AICKTPOHHBIMU JICHBIAMU:

1. IlpuBspku K c4eTy MOOMIIBbHBIN TenedoH. DTO caMblil y100HBIN U OBICTPBIN
croco0 BOCCTAaHOBUTH JIOCTYII K cueTy. [IpuBsizaHHbIi TeaeoH TOMOXKET,
ecnu 3a0yJenib CBOM TUTATEXKHBIM Tapojibh WIM 3aijellh Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Vcnonp3y#t onmHopaszoBbie maponu. [locrme mepexola Ha YCUICHHYIO
aBTOpu3aluio TeOe yxke He OyJeT yrpokaTb OMACHOCTh KpaKu WU
nepexBaTta IJIaTeXHOro mapois;

3. BriGepu cnoxnsiii nmaposib. [IpectynHukam Oyner HE MPOCTO yrajaaTh
CJI0’KHBIM 1Tapoib. HaexxHple naposi — 3T0 Naposu, KOTOPBIE COAEpKaT
HE MEHee § 3HAKOB M BKJIIOYAIOT B ce0sl CTPOYHBIE U MPOMUCHBIE OYKBBI,



4.

mudpel U HECKOJIbKO CHMBOJIOB, Takhe Kak 3HaK joiuiapa, (¢yHTa,
BOCKJIMIIATENbHBIN 3HAK | T.1. Hampumep, $tROng!;
He BBOM CBOM NTMYHBIE TAHHBIE HA CANTaX, KOTOPHIM HE JIOBEPSIEIIb.

Qﬂekmponuaﬂ nouma

DneKTpoHHAs MoYTa — 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH MO
NEPECHUIKE U MOJYYEHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPENEISAIOTCS B
KOMIBIOTEpHOM ceTu. OOBIYHO 3JEKTPOHHBIM TMOYTOBBIA SUIUK  BBITVIAIUT
CJIEYIOIIKMM 00pa3oM: UMsI_I0JIb30BaTENA(@UMs_J0oMeHa. Takke KpoMe repeiauu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTh TIepeaBaTh (ailibl.

OCHOBHBIE COBETHI 110 OE30MMaCHOM pabOTe C JICKTPOHHOM MOUTOM:

1.

Hano BbIOpaTh mNpaBUIIBHBINA TMOYTOBBIA CEpBUC. B HHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIydIlEe
JOBEPATH TEM, KOTO 3HACIIb U KTO IEPBBIM B PEUTHHIE;

He yxa3biBail B JIM4HOI moyTe JIMUHY10 nH(popmauio. Hampumep, mydine
BBIOPATh «MY3bIKaJIbHBIN _(panaT@» i «pok2013» BmecTo «Ttemal3»;
Hcenonp3yil AByXATanmHyl aBTOPU3AIMIO. JTO KOTAA NMOMHUMO Mapois
HYKHO BBOJUTH KOJI, MPUCBUIAEMBIN 110 SMS;

Br16epu cnoxHbIi naposib. [ Kak0ro HOYTOBOIO SIIIUKA JOJKEH ObITh
CBOM HAJEKHBIW, YCTOWUYUBBIN K B3JIOMY IIApOJIb;

Ecnu ecth BO3MOXKHOCTH HamucaTb CaMOMY CBOW JIMYHBIM BOIPOC,
UCIIOJIb3YH 3TY BO3MOXHOCTB;

Hcrnonb3yli HECKOJIBKO IMOYTOBBIX SIIUKOB. [lepBeii myist 4acTHOM
NEPENUCKU C aapecaraMH, KOTOPBIM Thl JIOBEpSAEUIb. DTO JIEKTPOHHBIN
aZpec He HAJ0 UCIIOb30BATh MIPU PECUCTPALIMK HA (popymax U caiTax;
He oTkpseiBail ¢aiinbsl U Ipyrue BIOKEHHUS B MUChbMax JaKe €CIU OHH
MPUILIN OT TBOUX Apy3ei. Jlydille yTOuHH y HUX, OTIPABIISUIN JIU OHU Te0e
3T (haibl;

[Tocne oxoH4yaHWsi pabOTHl Ha IMOYTOBOM CEPBHUCE MEpe] 3aKpPbITUEM
BKJIAJIKH C CAUTOM He 3a0y/b HaKaTh Ha «BBIATHY.

Kubepbynnunz unu eupmyaipvnoe uzoeeamenbCcmeo

KubepOynnuHar —  mpeciefoBaHUE  COOONICHHSIMH,  COJEPKAIIUMU
OCKOpOJICHMSI, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COIMAJIEHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3INYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIITMHTOM:

1.

2.

He Opocaiicsa B 60ii. JIyumuii crmoco6: mOCOBETOBATHCS KaK ce0sl BECTH U,
€CJIi HEeT TOTO, K KOMY MOXKHO OOpaTUTHCS, TO BHAYale YCIIOKOHWTHCH.
Ecnu Te1 HauHETH OTBEYATH OCKOPOJICHUSIMHA Ha OCKOPOJIEHUS, TO TOIHKO
erie OOJIbIe Pa30XKKETh KOHPIIUKT;
VYnpasisii cBoeil kubeppernyTauei;



3. AHOHMMHOCTH B ceTu MHuMas. CyIiecTBYIOT CIOCOOBI BBIICHUTb, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He crtouT BecTH XyJHTaHCKHI 0o0pa3 BUPTyaJlbHOHN >Xu3HU. VHTEpHET

¢ukcupyeT Bce TBOM JIEHCTBUSI U COXpaHAET UX. YJaIuTh ux Oynaer

KpalHe 3aTpyAHUTEIBHO;

Co0mros1ail cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii enuHuyHbli HeratuB. (OQHOpPa30BbIE OCKOPOUTEIBHBIE

COO0O0ILIEeHUs JTydllle UTHOpUpOoBaTh. OOBIYHO arpeccusi MpeKpalaeTcst Ha

HAa4aJIbHOM CTaJNH;

/. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH  OTIIPaBKU
COOOILIEHUH C OIPEJCIIEHHBIX aIPECOB;

8. Ecnu TeI cBUIETEND KOOy TMHTa. TBOM NEHCTBUS: BBICTYIUTH IPOTUB
IpeciaenoBaTens, MOKa3aTh €My, 4YTO €ro JCWCTBUS OLICHUBAIOTCS
HETAaTUBHO, IOAJEPKATh KEPTBY, KOTOPOM HY’KHA IICHUXOJOTHYECKas
MIOMOILIb, COOOUIUTH B3POCIBIM O (PAKTE arpeCCUBHOrO MOBEICHUS B CETH.

o ol

Moounvuwiit meneghon

CoBpemeHnHbIe cMapT(OHBI U MJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIIbIi
GbyHKIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3aIIMUTHI JIJIsl MOJOOHBIX YCTPOIMCTB MOKAa OUYEHb
Maso. TecTupoBaHUE U TOUCK YSA3BUMOCTEN B HUX MPOUCXOJIUT HE TaK UHTEHCUBHO,
kak ju1s T1K, To *e camoe kacaeTcss 1 MOOWMJIBHBIX TIPHIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TMPAKTHYECKH JOTHAIHU
HACTOJBHBIE aHAJIOTH, OJHAKO pacliupeHue (QyHKIMOHAIa BJEYET 3a COo0oit
OOJBIIYIO CII0)KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He BcC€ MPOM3BOAMTENM BBITYCKAIOT OOHOBJICHMS, 3aKpbIBAIOILINE
KPUTHUYECKUE YSA3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI AJIs 0€30MaCHOCTH MOOUIILHOTO TesedoHa:

1. Huuero He sBiseTcs MO-HACTOSIIEMY OecruiaTHBIM. bynb ocCTOpoOXkeH,
BeJb Korna Tebe mpeasaratoT OecrIaTHbI KOHTEHT, B HEM MOTYT ObITb
CKPBIThHI KaKue-TO TUIaTHBIE YCIIYTH;

2. Iymaii, mpexnae deMm otnpaButh SMS, doTo wmm Bumaeo. Tel TOUHO

3Haellb, IJie OHU OyaAyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMITEHBIX TeNe(hOHOB;

He 3arpy>kaii mpuiioskeHrs OT HEU3BECTHOTO UCTOYHUKA, BEAh OHU MOTYT

COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUeHHE;

6. Ilocne Toro kak Thl BEIMACIIB C CaiiTa, TJIe BBOAWII JIMUHYIO HH(OPMAIIHIO,
3aiiiu B HaCTpOMKM Opaysepa U yaainu cookies;

ok w



7. Tlepuomuyecku TpoBepsiii KakWe IUIaTHBIE YCIYTH aKTHBUPOBAHBI Ha
TBOEM HOMEPE;

8. Magaii cBoii HOMEp MOOMJIBHOTO Tese(oHa TOMBKO JOJSM, KOTOPBIX ThI
3HaeNIb U KOMY JIOBEpsICIIIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOT/Ia ThI UM HE TOJb3yemibes. He
3a0BIBall MHOTIA IIPOBEPSITH ITO.

Online uzpuo

COBpCMCHHBIG OHHaﬁH-HFpBI — 9TO KpaCOYHEIC, 3aXBaTbIBAIOIINC
Pa3BJICUYCHUA, O6’I)€I[I/IH5{IOHII/I€ COTHH TbICAY 4YCJIOBCK IIO BCECMY MHUDPY. I/IFPOKI/I
HCCIICAYIOT ,Z[aHHBIfI UM MHD, O6HlaIOTCH Apyr € OAPYIOM, BBIIIOJHAIOT 3aJaHHA,
CpaXkaroTCa C MOHCTpaMHU H IIOJYYarOT OIIBIT. 3a YAOBOJILCTBUC OHH ILJIATST.
IMOKYIIalOT JHUCK, OIINIIAYMBAIOT a00OHEMEHT HJIH HpI/IO6pCTaIOT KaKHuC-TO OIIIIHM.

Bce 3T cpenctBa uayT Ha MOAJIepKAHUE U PA3BUTHUE UTPHI, a TAKKE HA CaMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIUU, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJIs1 IPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT onacaThCs HE CTOJILKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kKd TBOETO IapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AIMK OOJIBITNHCTBA
urp.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecnu npyroii urpok BeaeT ceds II0X0 WK co3AaceT Te0e HEMPUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

[Toxamyiics aIMUHUCTPATOPAM UTPHI HA TIJIOXOE MMOBEIEHUE ITOTO UTPOKA,
KeJaTesIbHO MPUJIOKHUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yxa3biBail 1nuHyto nH(pOpMaIuio B mpodaiiie urpsl;

VYBakall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuimaabHbIe TATYM U MOJIBI;

Hcnonb3yii CIOXKHBIE U pa3HbIE MTApOIIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJII0YaTh aHTUBHpPYC. [1oka Tl Urpaems,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

N

No ko

Quumunz unu Kpaxca 1UUHbIX OAHHBLIX

OObIYHOM Kpaskel JeHer U JOKYMEHTOB CErOJHS YK€ HUKOTO HE YJIUBHUILb,
HO C pAa3BUTHEM HMHTEPHET-TEXHOJIOTUM 3JI0YMBIIUICHHUKNA IIEPEMECTWINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mnosiBUiIach HOBask yrpo3a: WHTEPHET-MOILIEHHUYECTBA WM (DUIIHUHT,
rJlaBHas 1EeJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(MUIEHUUATBHBIX JTaHHBIX
MOJIb30BaTeNe — JIOTMHOB U maposiei. Ha anrnuiickom si3bike phishing unraercs
kak ¢pumuHr (0T fishing — pbIOHas n0BIA, password — naposb).



OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mojo3peBaelib, 4TO TBOS aHKETa
ObUla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ M COOOIIUTH
aZIMMHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. HWcnonw3yit Oe3omacHbie Be0-CaiThl, B TOM YUCIE, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonp3yil cioxHble M pa3Hble mapoiu. Takum oOpas3oM, eciu TeOd
B3JIOMAIOT, TO 3JIOYMBIIUJIEHHUKH MOJy4YaT AOCTYN TOJBKO K OJHOMY
TBOEMY IIPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecaiu T1ebs B3OManMd, TO HEOOXOAMMO MpPEIyNpeAuTb BCEX CBOUX

3HAaKOMBIX, KOTOpbIE€ 100aBJIEHBl y T€Os B JpPY3bsiX, O TOM, YTO TeOs

B3JIOMaJIM M, BO3MOKHO, OT TBOEr0 MMEHHU OyAET pacchulaThCs CHaMm U

CCBUIKM Ha (PUIIIMHIOBBIE CANTHI;

YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN TENE(OH;

OTkiIr04M coxpaHeHHe apoJs B Opaysepe;

/. He oTkpeiBail (aiiibl U JIpyrue BIOKEHHS B NMUChbMax JaKe €CIU OHH
MPUILUIM OT TBOUX Apy3€eil. JIydllle yTOUHU Yy HUX, OTIPABJISUIN JIU OHU T€0E
3T (Hhailib.

o ol

Hupposeasa penymayus

[udposas pemyTarusi — 3TO HEraTUBHAs WU MO3UTHMBHAs MHGOpPMAIIUS B
cetu o Tebe. Kommpomerupyromas uHboOpmaius, pa3MeileHHas B HHTEpPHETE,
MOXET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peanbHOM xu3HH. «L{udpoas
penyTanus» — 3TO TBOW UMUK, KOTOPBINA (hopMupyercs u3 uandopmaiuu o rede B
UHTEpHETE.

TBoe MecTo JKUTENbCTBA, Yy4yeObl, TBOE (PMHAHCOBOE TIOJIOKEHHUE,
OCOOCHHOCTH XapaKTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue noApOCTKH JETKOMBICIEHHO OTHOCATCS K MNyOJMKALMHU JUYHOU
uH(popmanuu B MIHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOCHENCTBUM. Thl Jaxke He
CMOXKeIIb JorafaTrbcs 0 TOM, 4To Gororpadus, pazMelleHHas S5 JieT Ha3al, cTana
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Apyrue IedCTBUS MOTYT
HE UCYE3HYTh JIa’Ke MOCJE TOr0, KaK Thl UX yJaIulIb. Thl HE 3HACIIb, KTO COXPAHUI
3Ty UH(pOpMaIIMIO, TTOTIaIa JIU OHA B IIOMCKOBBIE CUCTEMBI I COXPAHUJIACH JIM OHA, a
IJIaBHOE: YTO MOJAYMAIOT O Te0e OKpY Karollee JIF0A1, KOTOpble HAalAYT U YBUJAT 3TO.
Haiitu wHopManuioo MHOTO JIeT CHOYCTS CMOXET JIF00OM — Kak M3 J00phIX
MOOYKJICHHU M, TaK U C HAMEPEHUEM TIPUUUHUTD BPeJl. DTO MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 1O 3aIMTE HUPPOBOH peryTalUu:



1. TMoxymaii, mpexjae yeM 4To-To IyOJIMKOBATh U IiepeaaBath y cebst B Oj1ore
WJIM B COLIMAJILHOM CETH;

2. B nactpoiikax mpoduis yCTaHOBH OTpaHMYEHUS Ha MPOCMOTP TBOETO
npoduUIs ¥ €ero COAEP>KUMOT0, ClIeTIail €ro TOIBKO «JUJIsS IPY3ein»;

3. He pa3memaii u He yka3biBail HH(OPMALIMIO, KOTOpasi MOXKET KOTro-1r0o
OCKOPOJISATH WA OOMKATh.

Aemopckoe npaeo

CoBpeMeHHbIE NIKOJBHUKM — aKTHBHBIE TOJb30BaTed LU(PPOBOTO
npoctpaHcTBa. OJHAKO JajeKko HE BCE 3HAIOT, 4YTO I0JIb30BAaHUE MHOTHMHU
BO3MOXHOCTSIMU  LMu(poBoro  Mupa TpeOyeT  coOMOJIeHHs MpaB  Ha
MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIJIEKTyaldbHasi COOCTBEHHOCTBY» OTHOCUTCA K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HA4YMHAsI C HOBBIX HM300pETEHUN M 3HAKOB,
0003HayarmuX COOCTBEHHOCTh Ha MPOIYKTHl M YCIYTH, U 3aKaHYMBAasi KHUTAMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TMMpaBa — 3TO MpaBa Ha HHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYypPbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIW/TBOPUECKUNA TpPyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJUMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ylibTaTaXx CBOETO TPYyJAa, MOJIYYUTh HM3BECTHOCTh M mpu3HaHue. Hukrto 0e3
paspelIeHuss aBTOpa HE  MOXKET  BOCHPOM3BOAUTH €ro  IIPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJUYHO JAEMOHCTPUPOBATh, NPOAABaTb, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJHATH, MMOKA3bIBATH/UCIIONHATE B 3(upe HUiIu
pasmemats B MHTEpHETE.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPaMMHOIO  OOECIEUEHUST MOMKET
IIPUBECTM K MHOTMM pHCKaM: OT NOTEPH [aHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAHOBIIEHHBIN HE JeraibHas nporpamMmma. He
CTOMUT Tak»e 3a0bIBaTh, YTO CYILIECTBYET JIEraJIbHbIe U OECIUIaTHBIE MPOrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.



